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1 &g

1.1

AR

A HEHER,

QE%F :lJ:/"E,f/\ E %

AR

H&#& 15 ER

FATEILT, HERAWTH#

<pri>time name msg

%1'1 H IL:\J—%EXIHHH

BEHERSHN A

PR MBS, VM T R G2 AN

IR B BB R AR AR, K HOST M7= i .

FE biz:py
: PRI Y FARAE 5 & ) — M R, XM s 7R PR (Facility) ™5 (Severity)
i SR A iFacility e L 8, 4AJF i I Severity 35k
I i) % BRAE PRI T 5 EPlﬂ&ﬁ b, AUBAUE “Mmmdd hhimmiss” , REFEERG. “H” 1
time HrmRe1~9, BHath— T (B AREmEHRN T ffﬁ“/J\HT” N N
MFERTT AN “0” & HT‘W@@% Jan. Feb. Mar. Apr. May. Jun. Jul. Aug. Sep. Oct. Nov.
Dec
WHRLHEUIP, HE, name R —EEaAEsn, KAL:
name device_name;sn;ipversion;msgversion
Ipversionfdf: ipv4,ipve
msg ZHEMEENE, B8R R e NG R .
H &5 B4 ™ B AR N2 1-2 B )\ A4, S8 90007 BRI IR EUE A 0~7 IR IR FEAR.
#*1-2 BEFRIA
3 mERE ik
0 Emergency KREHEATTHIEE, WRSERNC
1 Alert FoRBLA BB MR, FF B2 RS S, iR R 0 R
2 Critical FORPEGEE, MBS AR TEE, B . XU I RS
3 Error FRHERELR, WEOMBREL L, i RRH%E
4 Warning FORBEEE, WP ILERRTIT, NIRRT
5 Notification FoRIEWHIEREENER, EdZ&msRikg, REER%
6 Informational ig?jigilﬂﬁ@%ﬂ G, s A A TR AT L RE R, $UTpingdr 4
7 Debug FoRR =M B

ARG ZR 1-3 52 X AR H &

ik BRI AT A2 S K08



#*1-3 AIESHE

SHHRIR e et
INT16 RS 116 5
UINT16 TS 1161 5L
INT32 RS 1321
UINT32 TS 321 %
INT64 AR5 641 %
UINT64 TR 16417 %L
DOUBLE BRESIIMB2AL4H, #: [INT32).[INT32]
HEX SRR
CHAR TR
STRING FYH R
IPADDR I3t
MAC MAC i
DATE H 39
TIME I} ]

12 ﬂﬂ'ﬁ[gfi ER E IL.‘1I=I e

AT, BAMHEDRLTHERES, JFRiFmEdlEa (console). WEB T, HEMRS
#% (loghost) FIAHLH ESCH Clodfile) J7 it HEE R . AT LI/E WEB TU LSin & 2| R4
wWHMHEER, AT LUEN display log event as 2 EEFH M HERE R,

I log 4T LLREE HEAS SRS B U0, a0 mT DA e H RS g 7 ) AR R R ey
PERIHRERAE B HEE BT . i (G B0 T 85 T B S0 H G B2
e psr 7 M. BN, e R0 A an SR e E iSRS 6 (informational) (145 S, TS
%t 0~6 115 B3 2 i 24 E e i 7 1)

X i

o MeARgksy R Iyl AUX. VTY. TTY £8 A PR F A P &%
o REBIRSFEE, BERFBLTAZNEIEEREE

o KM B EXMT ALK E EIEE, (2488 iT WEB T &1’77"75—

1.2.1 BHEGEEREFEEHEXH

BRATEI T, RGMRITIED log drSHE K H ISR, 1/ EI0 R HESERHE 32 H &St
Arh. HEXEP RN AR LIS WEB T i H S S &5F .

2



1.2.2 BMAXERAERAERESHE

ReT DA P B H S IR 55 4% 5 52 ) 1P kb A e 1O H AR R JE T RIS B H S R g5 s H
SAE B 1S GZE TR EMHEENM AR E B 5y 5140 an R i e & 10 H SR 55 &
Bl H GBS B 15 5 HE RS S A —2, W H SRS SR oiE i H S E .

AT LA E 2 AN R 55 2 RO s A H S B R . HRZAEE 34

1.3 HEERG|F*R

R 1-A B T PrA T REAE R H S5 B H SR
*1-4 HERRIIR

BRE AR
RGEEOE Wi RFREH EMRGREHE
MEHE HREMXKHE
WEURLHE Vi) (3% = URL
o7 45 H 3% S 42 1) SR AH 6 H &
WA THHE B THH AR N A
ZAaH®K KAEBGERAE

1.4 #4{EF AR

AR 2 G H EAE BAZ I H SR 26
ASCAFRRE I A HEE BTN . ARBH &I S LESHE 1-5.
*x1-5 HEERRARHA

£ AR s¢05)
. e . ACL [$1:UINT32] [$2:STRING] [$3:COUNTERG64]
HEHNE B HEE B BEAARNZ packet(s).
B SHE S IR B3 | g1, acLis
AT R
BHRRE g $2: ACLHUI IR %

SR “$ET” Ko, Flin“$1”
i%rﬁlzaiqjﬁfmm%_‘/l\éiﬁo $3: SACLIVTAD r # s A5

BPr 371 H &)™ H A 6

operator_name=admin; operate_ip=192.168.1.105;

- TR ] A create_time=2014-07-22
) LSRR H G AR B2 17:56:32:level=notice;reason=mod;result=success;man

agestyle=WEB;content=mod syslog configuration

VLR — 2 ACLIEN I Bt 1 H . % H G AR Hi 4L
RAEARA i

L] iR H A5 B H RS A i A

%IEE‘X Ei}(ﬁﬁ)ﬁm%ﬁyuﬂﬁgﬂ\@?%ﬁﬁa é&%u %éﬁEM‘E%*Bﬂ—FZEB{]{%‘%" %%ﬁ@o
k N6 “Informational” H & S5 BR&IE i "




I iR 2451

WIBATHEAERE, R Em AR,

2 RGEHEAZ

AV BRGS0 H &
21 ARPET%AEE
2.1.1 ImcIAIEE T Ei@ A

1. IMC IAME 2@ %0

A=R% [$1:Imc] [$2:login]: logname=[$3:USERNAME] realname=[$4:REALNAME]
mE groupname=[$5:GROUPNAME]@[$6:IPADDR]($7:MACADDR)

$1: Imcikik.

$2: NiE 2k,
$3: IIEF 47
e $4: 7 HSLATR
$5: M TAHATRS
$6: HIFIPHuL
$7: HJ"MACHLLE.

BHEFR 5

245 Imc login:logname=123 realname=321 groupname=test
@1.1.1.1(8c:34:fd:26:0f:50)

HA&AULER ImcihiE_F 2@ Al

ALFR IS o




2. IMCIAE &85

[$1:lmc] [$2:logout]: logname=[$3:USERNAME] realname=[$4:REALNAME]
HERZRE groupname=[$5:GROUPNAME]@[$6:IPADDR]($7:MACADDR) login at [$8:TIME],
logout at [$9: TIME], duration is [$10:TIME], reason is [$11:logout/kickoff]

$1: ImcikiE.

$2: NIETZR.

$3: INEFHF %%
$4: I ESEAR,
$5: M P ALK,
SYRIERE $6: F ) IPHLLE.
$7: P MACHLLE.
$8: FxHIH.

$9: B HI[A],
$10: B
$11: logout/kickoffil Hi/smi| 45,

HEEFR 5
Imc logout:logname=test realname=testabc

£ 3] groupname=test@1.1.1.1(8c:34:fd:26:0f:50) login at 2016-05-25 09:17:26, logout at
2016-05-25 09:18:52, duration is 85s, reason is logout

HERA ImcIAiE T ki@ %0 .

ALFRIEIY Too

2.1.2 BINELETZ@5
1. RINE_E L@ an

HERNE [$1:Free] [$2:login]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)

$1: HIME .
$2: NIE L26.
SYRIERE $3: MIEHF AT
$4: H U IPHL.
$5: F FMACHK1E.

HEFR 5

2451 Free login: test@1.1.1.1(8c¢:34:fd:26:0f:50)
FiAA NIE 25 %0 .

ALFRIEIY o




2. RINIE T 2B A

[$1:Free] [$2:logout]: logname=[$3:USERNAME]@[$4:IPADDR]($5:MACADDR)
HERZRE login at [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is
[$9:logout/kickoff]
$1: HINEST
$2: NIETZR.
$3: INEHF 2%
$4: P,
SRR $5: H P MACHE .
$6: I E.
$7: IBHIEE,
$8: FRIH
$9: logout/kickoffit Hi /5 T 45
HEFR 5
45 Free logout:logname=123@1.1.1.1(8c:34:fd:26:0f:50) login at 2016-05-25
09:17:26, logout at 2016-05-25 09:18:52, duration is 85s, reason is logout
iR APPIIE 2838 501 .
IR s

2.1.3 APPIAEETZB4EA

1. APP TAIE_EZkiB %R

A=R% [$1:APP] [$2:l0gin]: logname=[$3:USERNAME] realname=[$4:REALNAME]
meE groupname=[$5:GROUPNAME]@[$6:IPADDR]($7:MACADDR)
$1: APPIAIIE,
$2: NIE L2k,
$3: NIEA 4%,
YRR $4: P HLA TR,
$5: HHALTR,
$6: I IPHIAE,
$7: FFMACHL.
HEFR 5
2451 APP login:logname=123 realname=321
groupname=APPgroup@1.1.1.1(8c:34:fd:26:0f:50)
H&iEA APPIIIE_FZRIE A
ALFRIEIY o




2. APP TAIE TN Zki@ 50

[$1:APP] [$2:logout]: logname=[$3:USERNAME] realname=[$4:REALNAME]
HERZRE groupname=[$5:GROUPNAME]@[$6:IPADDR]($7:MACADDR) login at [$8:TIME],
logout at [$9: TIME], duration is [$10:TIME], reason is [$11:logout/kickoff]

$1: APPIAIE,

$2: NIETZR.

$3: INEFHF %%
$4: I ESEAR,
$5: M P ALK,
SYRIERE $6: F ) IPHLLE.
$7: P MACHLLE.
$8: FxHIH.

$9: B HI[A],
$10: B
$11: logout/kickoffil Hi/smi| 45,

HEFR 5
APP logout:logname=test realname=testabc

25 groupname=APPgroup@1.1.1.1(8c:34:fd:26:0f:50) login at 2016-05-25 09:17:26,
logout at 2016-05-25 09:18:52, duration is 85s, reason is logout

H&iHEA APPIAIIE T 238 5 o

ALFRIEIY o

2.1.4 Z&h WEB iA\iE_E T £ki8 %0
1. A #th WEB A E_E2ki@ &0

AR [$1: Local authentication] [$2:login]:
e [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)

$1: AHWEBIAIE 5 5o
$2: NIF L2k,
SYIRRE $3: MIEHF AT

$4: HPIPHuAE.

$5: FFMACHLLE.

HEFR 5

245 Local authentication login: test@1.1.1.1(8¢:34:fd:26:0f:50)
b L AHWEBIAIE 2818 % .

ALFR N o




2. it WEB JAE N &&iBH

[$1: Local authentication] [$2:logout]:

HERZRE [$3:USERNAME]@[$4:IPADDR]($5:MACADDR) login at [$6:TIME], logout at
[$7:TIME], duration is [$8:TIME], reason is [$9:logout/kickoff]
$1: AHWEBIAIE 7.
$2: NIETZR.
$3: INEHF 2%
$4: P,
SRR $5: H P MACHE .
$6: I E.
$7: IBHIEE,
$8: FRIH
$9: logout/kickoff 18 Hi /38 i T 25
HEFR 5
45 Local authentication logout: 123@1.1.1.1(8c:34:fd:26:0f:50) login at 2016-05-25
09:17:26, logout at 2016-05-25 09:18:52, duration is 85s, reason is logout
AR AHBWEBIAIE T 28 A1 .
IR o

2.1.5 FEEMELETZ&IBHH
1. 5BEINE L@

BEARE [$1:Sms] [$2:login]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)
$1: FAFIIE T e
$2: AIF R£k.
SRR $3: NEM 47
$4: PP,
$5: ' MACHEHE
BAEFR 5
2451 Sms login: test@1.1.1.1(8c:34:fd:26:0f:50)
H&LLEA XA NTI M S R SIS
ALFRIEIY o




2. FEINE T i@

A=mE [$1:Sms] [$2:logout]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR) login at
meE [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is [$9:logout/kickoff]

$1: A IIETT .

$2: INETZR,

$3: INEAHF 27,

$4: HPIPHuE.

SHER $5: H/"MACHEHE.

$6: M E.

$7: B HIE],

$8: BRI

$9: logout/kickoffilt Hi /5 T 45

HEEFR 5
45 Sms logout: 123@1.1.1.1(89:34}:fd:26:0f:50) quin at 2016-05-25 09:17:26, logout at
2016-05-25 09:18:52, duration is 85s, reason is logout
EifER FEAZIAIE 2RI A
ALFRIEIY T

2.1.6 Portal Server AME_E T 2B 50

1. Portal Server AME_EZki@ %0

HEAZR [$1: Portal Server] [$2:login]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)

$1: Portal Serveri\iE 5 .
$2: AIF RZk.

SYRIERE $3: NIEH P47

$4: P,

$5: I MACHEHE

HEFR 5

2451 Portal Server login: test@1.1.1.1(8c:34:fd:26:0f:50)
HAEVEER Portal Serveri\ ik - £&i@E %1

ALTREZIY T




2. Portal Server IAME TS 2ki@ %0

[$1: Portal Server] [$2:logout]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)

HERZRE login at [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is
[$9:logout/kickoff]
$1: Portal ServerihilF /5 2.
$2: INETZ,
$3: INEFHF 4.
$4: P,

SRR $5: FFMACHLLE.
$6: IR [A],
$7: IBHEE,
$8: F R H
$9: logout/kickoffit Hi /5 T 45

HEFR 5

2451 Portal Server logout: 123@1.1.1.1(8c:34:fd:26:0f:50) login at 2016-05-25 09:17:26,
logout at 2016-05-25 09:18:52, duration is 85s, reason is logout

A= ULEA Portal Serveri\ ik ~£&iE %01
AR s

217 B ER ETZ%BEMN
1. B ER E&IBM

HEAZR [$1:SS0] [$2:login]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)
$1: BN,
$2: NIE L2k,
SRR $3: IEH 4 F.
$4: HFIPHL.
$5: FFMACHR1E.
BHEER 5
2451 SSO login: test@1.1.1.1(8c:34:fd:26:0f:50)
H5i5 AR BB L@
ALFRIEIY o

10



2. BB R T 4@

A=mE [$1:SS0O] [$2:logout]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR) login at
meE [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is [$9:logout/kickoff]

$1: I,

$2: INETZR,

$3: INEAHF 27,

$4: HPIPHuE.

SHER $5: H/"MACHEHE.

$6: M E.

$7: B HIE],

$8: BRI

$9: logout/kickoffilt Hi /5 T 45

HEEFR 5
45 SSO logout: 123@1.1.1.l(8p:34}:fd:26:0f:50) quin at 2016-05-25 09:17:26, logout at
2016-05-25 09:18:52, duration is 85s, reason is logout
FiAA BB SRR
ALFRIEIY T

2.1.8 IC RIANUE LT 2B A
1. IC RIAIE_ 2@ 4N

HERNE [$1: IC_CARD] [$2:login]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)

$1: ICRIAIETT .
$2: NIE L2k,
SYRIERE $3: IEH 4 F.
$4: H T IPHL.
$5: F FMACHR1E.

HEFR 5

2551 IC_CARD login: test@1.1.1.1(8c:34:fd:26:0f:50)
HE A ICRIAIE L 2@ .

ALTREZIY T

11



2. IC FINE TN Zki@ %0

[$1: IC_CARD] [$2:logout]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR) login

== PN
H&R& at [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is [$9:logout/kickoff]
$1: ICRIETT .
$2: INETZR,
$3: INEAHF 27,
$4: H A IPHbL.
SHIRRE $5: H P MACHIE .
$6: M E.
$7: B HIE],
$8: M H
$9: logout/kickoffilt Hi /5 T 45
BEER 5
45 IC_CARD logout: 123@1.1.1.1(8c:34:fd:26:0f:50) login at 2020-11-14 12:10:12,
logout at 2020-11-14 12:10:41, duration is 28s, reason is logout
FiAA ICRANIE 238 50
IR o

2.1.9 POP3IAMEET %@ 40

1. POP3AIE_ 2B 50

HERNE [$1: POP3] [$2:l0gin]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)
$1: POP3iAIF 3o
$2: AIE RZE.
SRR $3: NEAF 4 F.
$4: ) IPHLbE.
$5: FFMACHLLE.
HEFR 5
£ 3] POP3 login: test@1.1.1.1(8¢:34:fd:26:0f:50)
EiER POP3IAIE &2 Al
IR s

12



2. POP3\IE R &iBH

A=mE [$1: POP3] [$2:logout]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR) login at
meE [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is [$9:logout/kickoff]

$1: POP3iAIET .

$2: INETZR,

$3: INEAHF 27,

$4: HPIPHuE.

SRR $5: A" MACHuL.

$6: BRI,

$7: B HIE],

$8: BRETH

$9: logout/kickoffilt Hi /5 T 45

HEEFR 5
45 POP3 logout: 123@1.1.1.1(80.:34:.fd:26:0f:50) Iogin at 2020-10-14 09:17:26, logout
at 2020-10-14 09:18:52, duration is 85s, reason is logout
SRR POP3IAIIE T Zkid 1.
ALFRIEIY T

2.1.10 $TETAIEETZi@4EN
1. $T¥TAE 2@ EN

HEAZR [$1: Dingtalk] [$2:login]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR)

$1: ETETAIE R Ko
$2: NIE L2k,
SYRIERE $3: NEA P47
$4: H T IPHL.
$5: F FMACHR1E.

HEFR 5

2551 Dingtalk login: test@1.1.1.1(8c:34:fd:26:0f:50)
HE5ER ETAT VIR 2R %0

ALTREZIY T

13



2. FEINE T i@

[$1: Dingtalk] [$2:logout]: [$3:USERNAME]@[$4:IPADDR]($5:MACADDR) login at

== PN
HERE [$6:TIME], logout at [$7:TIME], duration is [$8:TIME], reason is [$9:logout/kickoff]
$1: ATATAIETT 2.
$2: INETZR,
$3: NIEA 4%,
$4: H A IPHbL.
SHIRRE $5: H P MACHIE .
$6: KIS H .
$7: B HIE],
$8: M H
$9: logout/kickoffilt Hi /5 T 45
HEFR 5
45 Dingtalk logout: 123@1.1.1.1(8¢:34:fd:26:0f:50) login at 2020-10-15 11:17:26,
logout at 2020-10-15 11:18:52, duration is 85s, reason is logout
A= ULEA ETAT VIR T 2818 %0
IR o

2.2 Z4MEEHE

operator_name=[$1:STRING];operate_ip=[$2:IPADDR];create_time=[$3:TIME];lev

HEARZRE el=[$4:STRING];reason=[$5:STRING]:result=[$6:STRING];managestyle=[$7:STRI
NGJ;content=[$8:STRING]
$1: HIEREZF,
$2: HAEIPHILL
$3: AW
" $4: FELU
SYRIERE B
$5: BAEHRA,
$6: HAESER.
$7: EHHIRA,
$8: #HIENE
BEER 0~6
<6>Nov 29 14:09:52 HOST;110103300117111310721344;ipv4;3; operate:
45 operator_name=admin;operate_ip=172.16.0.2;create_time=2017-11-29
14:09:52;level=notice;reason=add;result=success;managestyle=WEB;content=ad
d ipv6_policy configuration
A= ULER EEAPATIRE.
I o
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2.3 REREHZE

HEARZRE [$1:STRING].

SRR $1: RGHE. HEHUPDOWN. FHRRA . HADIHRS REURERE R

HEFR 0~6

451 <4>Nov 29 1;4:09‘:52 HOST;110103300117111310721344;ipv4;3; system_state: &
AL tep BRI

HE5ER RGREZ.

ALTREZIY T

2.4 EEAE

CPU/# FI=[$1:UINT32]; N FE1E I =[$2: UINT32]; i 4t A% F=[$3:UINT32]; L

HEAE =[$4:UINT32]; & 1fi $=[$5:UINT32]
$1: CPUfEH=,
$2: WAEEHZ.
SHIRRE $3: TEAL{E 2R,
$4: HE.
$5: 2iEH.
HEFR 6
03] <6>Nov 29 14:09:52 HOST;110103300117111310721344;ipv4;3; device_health:
CPUfH F=10; ] 171¥ =57 k88 =1, =0, 215 5(=79
A= ULEA B RIE— IR
AR T
25 BiELRERE

HEARZRE up=[$1:UINT64];down=[$2:UINT64]
N $1: WHR—HEN AT FIRE (bps)

SRR ) o
$2: WA BN AT FHRE (bps) .

BEER 6

451 <6> Nov 29 14:09:52 HOST;110103300117111310721344;ipv4;3;device_traffic:
up=167559;down=2258504

HAEVEER T RIE—IR.

AR s

15



SWMEHZE
KENHERGHREERHEER

3.1 REHE

user_name=[$1:STRING];ugname=[$2:STRING];umac=[$3:MAC];uip=[$4:IPADD
HEAZRE R];appname=[$5:STRING];appg_name=[$6:STRING];up=[$7:UINT64];down=[$8:
UINT64];create_time=[$9:UINT64];end_time=[$10:UINT64]

$1: H LK.

$2: FFHATR,

$3: FHFMACHR1E.

$4: HPIPHuAE.

$5: N HAHR.

$6: NAHAHALTR.

$7: LATHE CRAADID .
$8: NATUE (A .
$9: FFERGEiTHT A .

$10: 4RSIt

HEER 6

<6> Nov 29 14:09:52 HOST;110103300117111310721344;ipv4;3;statistic_traffic:
user_name=xI/i%

245 #;ugname=root;umac=60:0B:03:AD:12:14;uip=192.168.8.82;appname=UDP;app
gname= £t
;up=720;down=0;create_time=1511859600;end_time=1511859660

HE A BRI RIE— I
ALFR IS .

16



src_ip=[$1:IPADDRY];dst_ip=[$2:IPADDR];protocol=[$3:STRING];src_port=
HEAE [$4:UINT32];dst_port=[$5:UINT32];in_interface=[$6:STRING];out_interface=
[$7:STRING];policyid=[$8:UINT32];action=[$9:STRING];Content=[$10:STRING];
$1: WHIP,
$2: HHIIP,
$3: WJ‘D‘(Q
$4: Y.
. $5: HIWuiH-.
SRR
$6: A¥O.
$7: O,
$8: HKid.
$9: k.
$10: H%.
BEER 6
<6> Nov 29 14:09:52 HOST;110103300117111310721344;ipv4;3; policy_detail:
241 src_ip=1.1.1.5;dst_ip=2.2.2.2;protocol=TCP;src_port=4056;dst_port=
5006;in_interface=ge0;out_interface=gel;policyid=2;action=deny;Content=;
A1 AR ILHCEdenyskmg, HECE HER K%,
ALTREIY Too

4 %&E URL HZE

AENAER URL AEMHEFER.

17



4.1 TEEURLAZE

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
HERNE [$3:STRNG];term_device=[$4:STRING];src_ip=[$5:IPADDR];dst_ip=
[$6:IPADDR];web_name=[$7:STRING];url=[$8:STRING];msg=[$9:]

$1: F AR,

$2: H P ALK,

$3: ANFE.

$4: RuHgo

SYRIERE $5: JHIPHLIE.

$6: HIPHL.

$7: WhIE4

$8: H Ui il (58 B URL .
$9: TR TB, NHERTHNE.

HEFR 4
user_name=192.168.4.223;user_group_name=root;term_platform=
245 windows;term_device=PC;src_ip=192.168.4.223;dst_ip=
61.155.222.136;web_name=009blog.com;url=http://009blog.com/favicon.ico;msg=
H&iHEA VLACEDE BB URLSENS ,  HAUUR A Eod pE R B k1% H &
ALFR IS o

5 LA R H &

AR 48 N P 42 1 SR 7 A B H AR

18



5.1 NAEHIHE

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=[$3:ST
RING];term_device=[$4:STRING];src_mac=[$5:STRING];src_ip=[$6:STRING]";"ds
t_ip=[$7:STRING];src_port=[$8:UINT16];dst_port=[$9:UINT16];pid=[$10:UINT32];

HEAZR pname=[$11:STRING];log_level=[$12:UINT32];handle_action=[$13:UINT32];act_n
ame=[$14:STRING];";"app_name=[$15:STRING];app_cat_name=[$16:STRING];ur
|_cate_name=[$17:STRING];url=[$18:STRING];account=[$19:STRING];content=[$
20:STRING];ptype_desc=[$21:STRING]
$1: H/ AR
$2: AP ELIR.
$3: & F .
$4: it
$5: JFEMACHLLE,
$6: YRIPHLIL
$7: HWIPHAE:.
$8: Y.
$9: HMuH.
$10: KWEID.
$11: SEIGAFR: BARE SCRMEIEII], HIKID, TGS, THRIKID. Hrhsing

SYRIERE FA B L nR5-1F7m
$12: HESEZ.
$13: bFEFIE.
$14: FIMELIR (HZBRHEL) .
$15: AR
$16: R H 3 HKAATR.
$17: URLH KL,
$18: URLHuHL,
$19: K5,
$20: HEHNE.
$21: EHEEIR . CEIENAEH. BRURLIES. URLIEH] . IR, 8 R ).
HTTP A&l Wty Afshl. malik syml. R

HEFR 0~6
Aug 31 16:11:28 10.0.53.205 Aug 31 16:17:36
HOST;110100200119081909113153:ipv4;3; app_filter:
user_name=192.168.2.90;user_group_name=anonymous;term_platform=;term_de

. vice=A AN

B :src_mac=00:21:cc:ca:39:25;src_ip=192.168.2.90;dst_ip=113.96.232.106;src_p
ort=49908;dst_port=143;pid=1;pname=IPv4_policy_1_app_policy_1;log_level=0;
handle_action=0;act_name=accept;app_name=IMAP {3 1% ;app_cat_name=H
FHE4F;url_cate_name=;url=;account=;content=;ptype_desc=/» {2
FH/1192.168.2.901F A 1 MBI

33 B Hr “pname=IPv4_policy 1 _app_policy 17 K& XCh: SEIESEHA “IPvAR i
- HISENG” , HEMEIDAEL, T SRME AR P SR, T SRIEIDRZL;
“ptype_desc=R &7 & SN XSRS R R % ] SR o
AR 2T

19



®5-1 REGEAFLAIEA

2t aX

app_policy ARk

malware_policy R URLTE

url_policy URL$Z

mail_policy IR A2 42 i)

search_policy R

http_post_policy HTTP_L A& 4
web_content_policy st

virtual_count_policy i UL 5425 1

Audit_policy N FH H T

6 ANAHTFHE

AFHNEE AR HSEE.
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6.1 MiuLifelHE

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];src_ip=[$5:STRING];dst_ip=
[$6:STRING];url_domain=[$7:STRING];url=[$8:STRING];url_cate_name=
[$9:STRING];handle_action=[$10:UINT32];msg=[$11:]

$1: FH 4K

$2: AP ELR.

$3: L Fa.

$4: KB

$5: JHIPHLYL.

SHIRRE $6: HIIPHbL.

$7: M4

$8: H Vi 5E#URL.
$9: Wub KA.

$10: SEms L E A A B 1R .
$11: AT, THEAAR.

HEFR 0~6

<6>Nov 28 16:55:48 HOST;110103300117111310721344;ipv4;3; web_access:
user_name=192.168.4.223;user_group_name=root;term_platform=
windows;term_device=PC;src_ip=192.168.4.223;dst_ip=

£ 3] 125.88.193.243;url_domain=www.haosou.com;url=
http://www.haosou.com/brw?w=1&v=7.1.1.558&u=
http%3A%2F%2Fchurch-group-discounts.com%2F;url_cate_name=

‘E;handle_action=0;msg=

H&15 A VLECRIURL i 5ims,  HAUWAN H S g il B AR H &
ALFRIEIY o
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6.2 IMLIRAR

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32];src_mac=
[$6:STRING];src_ip=[$7:IPADDR];dst_ip=[$8:IPADDR];dst_port=
[$9:UINT32];app_name=[$10:STRING];app_cat_name=
[$11:STRING];handle_action=[$12:UINT32];account=[$13:UINT32];action_name=
[$14:STRING];content=[$15:STRING];msg=[$16:]

$1: H LK.

$2: M P AELTR.

$3: RuT4.

$4: RuHBA.

$5: SRNgid.

$6: JEMACHLHE,

$7: JHIPHLAL.

$8: HIMIPHibL.

$9: HuI5,

$10: R AR,

$11: LK.

$12: SRS E M FE SN E .
$13: k5.

$14: NI ALK,

$15: WIRANZA.

$16: T TE, AHAENE.

HEFR

0~6

241

<6>Nov 28 16:45:28 HOST;110103300117111310721344;ipv4;3; im: user_name=
yEUH1E; user_group_name=root;term_platform=;term_device=PC;pid=
1;src_mac=68:91:d0:d0:0b:79;src_ip=192.168.1.69;dst_ip=
223.167.104.149;dst_port=8080;app_name=7#{5;app_cat_name= E[i} i@
;handle_action=0;account=2743413360;action_name=!iJ}4 ;& ;content=;msg=

FiA

VLECE-ECH SRS B (e RV IR ST SRR, HALNR H 5L v A he B A%

H#E.

ALFR IS

Teo
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6.3 &, HiF. iz, HEXELRAR

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32];src_mac=
[$6:STRING];src_ip=[$7:IPADDR];dst_ip=[$8:IPADDR];dst_port=
[$9:UINT32;app_name=[$10:STRING];app_cat_name=
[$11:STRING];handle_action=[$12:UINT32];account=[$13:UINT32];action_name=
[$14:STRING];subject=[$15:STRING];content=[$16:STRING];msg=[$17:]

$1: H LK.

$2: HP ALK,

$3: AT E.

$4: KB

$5: SNgid.

$6: JEMACHLE.

$7: JHIPHLAL.

$8: HWIPHuL.

$9: HMw 5.

$10: M HATR.

$11: RHA KA.

$12: SRS E M FE SN E .
$13: k5.

$14: AT REIR,

$15: L.

$16: H%.

$17: WHTE, FHEARANR.

0~6

241

<5>Nov 28 17:00:29 HOST;110103300117111310721344;ipv4;3,;
social_log:user_name=192.168.4.223;user_group_name=root;term_platform=
windows;term_device=PC;pid=1;src_mac=28:d2:44:37:6c¢:f0;src_ip=
192.168.4.223;dst_ip=116.10.186.184;dst_port=80;app_name= Mt
Iz;app_cat_name=M %54t
[X;handle_action=0;account=sradish_xiaoxiao;action_name= k% ;subject= #
7K;content=ill i K i 7K msg=

FiA

VLRCE)-CICH SR (e W24 DX N AT SRR, EREDUIARN H 5L g P e B A%

HZE.

ALFR IS

Teo
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6.4 HRIIZLFIRAR

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32 ];src_mac=

[$6:STRING ];src_ip=[$7:IPADDR];dst_ip=[$8:IPADDR];dst_port=
[$9:UINT32];app_name=[$10:STRING];app_cat_name=[$11:STRING];handle_acti
on=[$12: UINT32 J;account=[$13:STRING];action_name=[$14:STRING];content=
[$15:STRING];msg=[$16:]

$1: H LK.

$2: FFHATR,

$3: &P,

$4: AIHBE

$5: FHM%id.

$6: JEMACHLHL,

$7: JHIPHLAL.

$8: HIMIPHuL:.

$9: HMw5.

$10: AR,

$11: NSRBI

$12: SRS E M FE SN E .
$13: K5,

$14: NHATHBIK.

$15: H%.

$16: THFE, FHAAR.

HEFR

0~6

241

<6>Nov 28 16:47:58 HOST;110103300117111310721344;ipv4;3; search_engine:
user_name=7Z=Jf;user_group_name=root;term_platform=;term_device=PC;pid=
13;src_mac=68:f7:28:a0:3d:3e;src_ip=192.168.8.13;dst_ip=
202.89.233.101;dst_port=443;app_name=+4 N ;app_cat_name=1#2 5|
#%-handle_action=0;account=;action_name=4%;content=

{t:1, cl:w, v:th, id: C11913ED7902462E8DFB3F820252E2C1 , fz_:

HEULER

VLRCE)-CoCH SR (e 2R 515 NIRRT, HARIAT H S L g s Be B A%

H&.

ALFR IS

Teo
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6.5 M LRk

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32];src_mac=
[$6:STRING];src_ip=[$7:IPADDR];dst_ip=[$8:IPADDR];dst_port=
[$9:UINT32];app_name=[$10:STRING];app_cat_name=
[$11:STRING];handle_action=[$12:UINT32];account=[$13:STRING];action_name=
[$14:STRING];send_addr=[$15:IPADDR];receive_addr=[$16:IPADDR];subject=
[$17:STRING];content=[$18:STRING];file_name=[$19:STRING];file_size=
[$20:UINT32];msg=[$21:]

$1: AP 4R

$2: H P AHLTK.
$3: RuHT4.

$4: AU

$5: FHM%id.

$6: JHEMACHLHL.
$7: RIPHLIL

$8: HIMIPHuL:.
$9: Hu 5.
$10: AR,
$11. N RAK.
$12: SRS E MALE BN .
$13: k5.

$14: NHATAHBIK.
$15: KikHbhk.
$16: Wb,
$17: L.

$18: MEHAE
$19: LAFZFR,
$20: SCHFR/RS
$21: WHFE, FHAAR.

HEFR

0~6

241

<5>Nov 28 16:45:33 HOST;110103300117111310721344;ipv4;3; mail:
user_name=10.0.50.4;user_group_name=anonymous;term_platform=;
term_device=PC;pid=2;src_mac=68:91:d0:d0:05:bd;src_ip=10.0.50.4;dst_ip=
220.181.15.127;dst_port=1746;app_name=IMAPHE /i ;app_cat_name=F -1
#4:handle_action=0;account=zhanggiang_zz@126.com;action_name= #2251
4;send_addr=Amazon Web Services
<aws-marketing-email-replies@amazon.com>;
receive_addr=zhanggiang_zz@126.com;subject= Monday Announcements from
AWS re:Invent 2017;content=;file_name=;file_size=0;msg=

HEULER

VLHECE|-CoCH SR (e W iR AR NEATIE SRR, EAIUIA H St g s e B A%

H#E.

ALFR IS

Teo
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6.6 MHEHLIRAR

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32];src_mac=
[$6:STRING];src_ip=[$7:IPADDR];dst_ip=$8:
[IPADDR];dst_port=[$9:UINT32];app_name=[$10:STRING];app_cat_name=
[$11:STRING];handle_action=[$12:UINT32];account=[$13:STRING];action_name=
[$14:STRING]:file_name=[$15:STRING];msg=[$16:]

$1: H LK.

$2: FFHATR,

$3: &P,

$4: AIHBE

$5: FHM%id.

$6: JEMACHLHL,

$7: JHIPHLAL.

$8: HIMIPHuL:.

$9: HMw5.

$10: AR,

$11: NSRBI

$12: SRS E M FE SN E .
$13: k5.

$14: NHATHBIK.

$15: USRS

$16: THFE, FHAAR.

HEFR

0~6

241

<6>Nov 28 16:45:18 HOST;110103300117111310721344;ipv4;3; file_transfer:
user_name=192.168.7.105;user_group_name=anonymous;term_platform=;
term_device=Mac;pid=19;src_mac=7c:04:d0:c6:4f:22;src_ip=
192.168.7.105;dst_ip=180.97.34.136;dst_port=49771;app_name= 5 J&
#%;app_cat_name=3 {f:{&4;handle_action=0;account=;action_name= 2
Iie;file_name=89006A2E.AutodeskSketchBook_1.7.0.0_x64__tflgferkr813w.Appx;
msg=

HEULER

VLS E|-CoCH SRS B (e SOPFAR R R RL e M, AN B e JE s i Bk
EHE.

ALFR IS

Teo
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6.7 ZRER/IBRELIRAS

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32];src_mac=[$6:STRING];
src_ip=[$7:IPADDR];dst_ip=[$8:IPADDR];dst_port=[$9:UINT32];app_name=
[$10:STRING];app_cat_name=[$11:STRING];handle_action=[$12:UINT32];
account=[$13:STRING];action_name=[$14:STRING];
parent_info=[$15:STRING];msg=[$16:]

$1: H LK.

$2: FFHATR,

$3: &P,

$4: AIHBE

$5: HeHgid.

$6: JEMACHLHL,

$7: JHIPHLAL.

$8: HIMIPHibL.

$9: HMw5.

$10: AR,

$11: NSRBI

$12: SRS E M FE SN E .
$13: K5,

$14: NHATHBIK.

$15: MHUEE

$16: THFB, RHAAR.

SRR

HEZFR 0~6

<6>Nov 28 16:45:38 HOST;110103300117111310721344;ipv4;3;
relax_stock:user_name=ik
Fz;user_group_name=root;term_platform=;term_device=PC;pid=1;src_mac=
84:7b:eb:29:8d:a5;src_ip=192.168.1.100;dst_ip=150.138.174.36;dst_port=
80;app_name=M 25 ML AH/AE & ;app_cat_name=ii #E14k;
handle_action=0;account=;action_name=7%&#L4i;parent_info=;msg=parent_info=;

241

VLR EI-Loo A sRme sl (. BeEEAARR, WA SRS DEMN,  HA AN H i

.
HEER JEIILE R I% H &

S(SZEEM o
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user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform=
[$3:STRING];term_device=[$4:STRING];pid=[$5:UINT32];
src_mac=[$6:STRING];src_ip=[$7:IPADDR];dst_ip=[$8:IPADDR];dst_port=
[$9:UINT32];app_name=[$10:STRING];app_cat_name=[$11:STRING];
handle_action=[$12:UINT32];account=[$13:STRING];action_name=
[$14:STRING];content=[$15:STRING];msg=[$16:]

$1: H LK.

$2: FFHATR,

$3: &P,

$4: AIHBE

$5: HeHgid.

$6: JEMACHLHL,

$7: JHIPHLAL.

$8: HIMIPHibL.

$9: HMw5.

$10: AR,

$11: NSRBI

$12: SRS E M FE SN E .
$13: K5,

$14: NHATHBIK.

$15: H%.

$16: THFE, FHAAR.

HEFR

0~6

241

<6>Nov 28 16:45:18 HOST;110103300117111310721344;ipv4;3; other_app:
user_name=192.168.10.209;user_group_name=anonymous;term_platform=;
term_device=PC;pid=11;src_mac=28:56:5a:13:3f:ab;src_ip=
192.168.10.209;dst_ip=106.120.168.93;dst_port=80;app_name= 360% 4=
Lx;app_cat_name=#/4%#i;handle_action=0;account=;action_name= [ 7T

HA .

w,;content=;msg=

FiA

VLHRCEI-CoCAH SR (e e NI 2 2% N2 F SR A 0 0 AT 9D L FH I SR
HANARN H B ad v P Re B RS H &

ALFR IS

Teo

7®ZEHE

ARz ey AR HEE R
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7.1 HREEREHE

user_name=[$1:STRING];src_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_ip=
[$4:IPADDR];dst_port=[$5:UINT32];name=[$6:STRING];type=[$7:STRING];
HERAZR protocol=[$8:STRING];mac=[$9:MAC]:count=[$10:UINT32];level=[$11:UINT32];
in_if_name=[$12:STRING];create_time=[$13:UINT64];end_time=[$14:UINT64];
extend=[$15];

$1: H LK,
$2: JFIPHLIL
$3: Y5,
$4: HEIPHibLE,
$5: Huw 5.
$6: 4K,

$7: KA,
SHRR $8: WX ZFR,
$9: MACH:HE .
$10: 144,

$11: .

$12: AR,
$13: QI
$14: SEHIIAE
$15: TR T, AHmHE.

HHFR 4

<4>Nov 28 16:47:38 HOST;110103300117111310721344;ipv4;3;

security_abnormal_pkt:

45 user_name=test;src_ip=20.1.1.5;src_port=0;dst_ip=30.1.1.2;dst_port=
0;name=jolt2;type=abnormal-packet;protocol=ICMP;mac=00:40:01:55:24:34;

count=8268;level=4;in_if_name=ge6;create_time=1406279692;end_time=

1406279702;extend=;

FiA 25 3 W 2% 2 T i
S(SZEEM o
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7.2 BAWIGERE

user_name=[$1:STRING];src_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_ip=
[$4:IPADDR];dst_port=[$5:UINT32];name=[$6:STRING];type=[$7:STRING];
HERAZR protocol=[$8:STRING];mac=[$9:MAC]:count=[$10:UINT32];level=[$11:UINT32];
in_if_name=[$12:STRING];create_time=[$13:UINT64];end_time=[$14:UINT64];
extend=[$15];

$1: H 4K
$2: JFIPHLIL
$3: Y5,
$4: HEIPHibLE,
$5: Huw 5.
$6: 4K,

$7: KA,
SHRR $8: WX ZFR,
$9: MACH:HE .
$10: 144,

$11: .

$12: AR,
$13: QI
$14: SEHIIAE
$15: TR 7B, AHEAEIE.

HHFR 4

<4>Nov 28 16:47:38 HOST;110103300117111310721344;ipv4;3; security_scan:
user_name= ;src_ip=192.168.2.34;src_port=0;dst_ip=198.46.82.65;dst_port=

25451 0;name=ipsweep;type=scan-attack;protocol=ICMP;mac=00:21:45:c0:fa:00;count=
1;level=4;in_if_name=ge2;create_time=1511858856;end_time=1511858856;
extend=;

Ai5AA T 75 3 W 2% 2B

ALTREIY T
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7.3 fFDOSKHHE

user_name=[$1:STRING];src_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_ip=
[$4:IPADDR];dst_port=[$5:UINT32];name=[$6:STRING];type=[$7:STRING];

HEAE protocol=[$8:STRING];mac=[$9:MAC];count=[$10:UINT32];level=[$11:UINT32];
in_if_name=[$12:STRING];create_time=[$13:UINT64];end_time=[$14:UINT64];
extend=;

$1: H 4K
$2: JFIPHLIL
$3: Y5,
$4: HEIPHibLE,
$5: Huw 5.
$6: 4K,

$7: KA,
SHRR $8: WX ZFR,
$9: MACH:HE .
$10: 144,

$11: .

$12: AR,
$13: QI
$14: SEHIIAE
$15: TR 7B, AHEAEIE.

HHFR 4

<4>Nov 28 16:47:55 HOST;110103300117111310721344;ipv4;3; security_flood:
user_name= ;src_ip=192.168.5.95;src_port=1863;dst_ip=121.10.215.99;dst_port=
ZE45) 1863;name=udpflood;type=flood-attack;protocol=UDP;mac=28:d2:44:7c:2e:51;
count=1;level=4;in_if_name=ge5;create_time=1511858873;end_time=
1511858873;extend=;

HitAR 25 3 W 2% 2 T
S(SEEE M e
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7.4 IP-MACHZE

user_name=[$1:STRING];src_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_ip=[$4:IP

AERE ADDRY];dst_port=[$5:UINT32];name=[$6:STRING];type=[$7:STRING];protocol=[$8
© :STRING];mac=[$9:MAC];count=[$10:UINT32];level=[$11:UINT32];in_if name=[$1

2:STRING];create_time=[$13:UINT64];end_time=[$14:UINT64]; extend=[$15];

$1: HF LK,
$2: JFIPHLIL
$3: Y5,
$4: HEIPHibL.
$5: HIWuiH 5.
$6: 4FK.

$7: KA,
SHRR $8: WX EFR,
$9: MACH:HE.
$10: 3.

$11: il

$12: ALK,
$13: QIR
$14: SEHII A,
$15: TR TE, THIEFAHIE.

HEER 4

<4>Nov 28 16:47:55 HOST;110103300117111310721344;ipv4;3; security_ipmac:
user_name= ;src_ip=192.168.5.95;src_port=1863;dst_ip=121.10.215.99;dst_port=
ZE45) 1863;name=ip-mac-bind;type=arp-attack;protocol=UDP;mac=28:d2:44:7c:2e:51;
count=1;level=4;in_if_name=ge5;create_time=1511858873;end_time=
1511858873;extend=;

H&15 A Tor i B 2% 2 B
ALFR IS .
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7.5 IPSHZE

user_id=[$1:UINT32];user_name=[$2:STRING];policy_id=[$3:UINT32];src_mac=[$
4:MACADDR];dst_mac=[$5:MACADDR];src_ip=[$6:IPADDR];dst_ip=[$7:IPADDR];
src_port=[$8:UINT32];dst_port=[$9:UINT32] ;X-Forwarded-For=[$10:IPADDR];app
_name=[$11:STRING];protocol=[$12:STRING];app_protocol=[$13:STRING];event
_id=[$14:UINT32];event_name=[$15:STRING];event_type=[$16:STRING];level=[$
17:STRING];ctime=[$18:STRING];action=[$19:STRING]

$1: H/ID.

$2: F AR,

$3: Hmkid.

$4: JEMACHLHE,
$5: HIIMACHLHL .
$6: JEIPHLIL

$7: HWIPHibE,
$8: Y.

$9: H i,
$10: HTTPARHHIP.
$11: AR,
$12: PHLATR,
$13: ML,
$14: FH{FID,
$15: FELK,
$16: FFHAL,
$17: HESYH.
$18: H &R,
$19: FELIR,

HEFR

1, 4,5, 6

241

<6>Nov 28 16:48:13 HOST;000000800117081400904797;ipv4;3; ips:
user_id=2;user_name=10.0.0.160;policy_id=1;src_mac=02:1a:¢5:01:00:00;dst_ma
¢=02:1a:¢5:02:00:00;src_ip=10.0.0.160;dst_ip=10.0.0.200;src_port=25141;dst_por
t=4318;X-Forwarded-For=;app_name=4: 5
F;protocol=TCP;app_protocol=TCP;event_id=24639;event_name=PROTOCOL-R
PCliii 5 CA BrightStor ARCserve tepid F£122 7534 1 B8 B0 F 2233 jevent_type=
#5464 Ik %%, level=notice;ctime=2020-08-18 09:09:37;action=drop

HEULER

PSRN 5] IPSHAR, AR VTEC BB N 2R, HAECE Tidk H &,

ALFR IS

FECEAT BN R P2 B AL S AT N
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7.6 AVAZE

virus_name=[$1:STRING64];file_name=[$2:STRING256];user_name=[$3:STRING
32];user_id=[$4:UINT32];policy_id=[$5:UINT32];src_mac=[$6:MACADDR];dst_ma
c=[$7:MACADDR];src_ip=[$8:IPADDR];dst_ip=[$9:IPADDR];src_port=[$10:UINT3
2];dst_port=[$11:UINT32];app_name=[$12:STRING32];app_name_en=[$13:STRI
NG32];protocol=[$14:STRING32];app_protocol=[$15:STRING32];level=[$16:STRI
NG];ctime=[$17:STRING];action=[$18:STRING]

$1: FEELIR
$2: SUAFAFRS

$3: 4K,

$4: F/ID,

$5: ZREXID.

$6: JEMAC.

$7: HMMAC.
$8: HIP,

$9: HMHIP,

$10: .
$11: HI®uiH-.
$12: MH AR,
$13: N HIECAR.
$14: PHIEEA.
$15: @R EER.
$16: HEZ,
$17: KAWL,
$18: FHSENIE.

SFR

4

241

<4>Nov 28 16:48:13 HOST;000000800117081400904797;ipv4;3; AV:
virus_name=avvirus;file_name=0823bdf784007435fc0741b270866a3c;
user_name=192.168.8.90;user_id=2;
policy_id=1;src_mac=00:01:7a:e1:63:0e;dst_mac=00:21:45:c7:00:c8;src_ip=192.1
68.8.90;dst_ip=119.147.194.95;src_port=19760;dst_port=8000;app_name=SMTP
HE£E Y, app_name_en=SMTP;protocol=TCP;app_protocol=SMTP;
level=info;ctime=2017-11-28 16:48:13;action=pass

HEULER

KB E .

ALFR IS

W FRBRAT RS .
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7.7 BHRDWFEHE

occur_time=[$1:STRING];src=[$2:IPADDR];dst=[$3:IPADDR];service=[$4:STRING

== PN
H&R& I action=[$5:STRING];
$1: KAEBTE.
$2: JHIPHLYL.
SHRR $3: HIIPHbL.
$4: %
$5: zhff.
BE%ER 0~6
<6>Nov 28 16:45:18 M KEHAZE; 190001100116050743717653; ipv4; 3; bfd:
£ 31 occur_time=2018-07-02
17:19:52;src=192.168.1.82;dst=192.168.1.65;service=pop3;action=blist
HERA VC FC 311817 2 77 BB Ad R
shEREy SR AU P P A0 AT

7.8 IEEINEKHE

time=[$1:STRING]; policy_name =[$2:STRING]; server_addr =[$3:IPADDRY];

EEAES o Srea i SHE. : COnIEE: .
ut_addr=[$4:IPADDRY]; proto =[$5:STRING]; action=[$6:STRING];
$1: KAEBTE.
$2: RS ERARVESPI RS AR
$3: g5 asIPHiLiL
SHIRR _
$4: AMECHbHEIPHEE .
$5: HHil.
$6: BE.
BEFR 1
<1>Jul 12 14:59:18 D12;530000000119051342010751;ipv4;3; servconn_policy:
245 time=2019-07-12
14:59:18;policy_name=out;server_addr=192.168.24.80;out_addr=192.168.24.255;
proto=UDP;port=137;action=1
HERA VEHC B SRR 3 5
ALFRIEIY o
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7.9 TTHEEHE

src_ip=[$1:IPADDR];st_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_port=[$4:UINT3
2];src_mac=[$5:MACADDR];dst_mac=[$6:MACADDR];protocol=[$7:STRING];beh

HEAE avior_name_cn=[$8:STRING];behavior_name_en=[$9:STRING];behavior_detail=[
$10:STRING];behavior_desc=[$11:STRING];level=[$12:STRING];action=[$13:ST
RING];

$1: JHIPHLAL.
$2: HIIPHibE.
$3: Y,

$4: HMum .
$5: JFEMACHLL,
$6: HIIMACHLLL .
SYRIERE $7: PHLSEAL,
$8: AT AR,
$9: AT RTEL AR,
$10: 1TV
$11: 1T MR
$12: HESHYL.

$12: zhiE.
HEZFR 0~6
25451 <4>Jul 11 19:03:49

2.208-2039-master;530000500119032974562668;ipv4;3;

iR behavior_model:src_ip=172.16.22.61;dst_ip=172.17.1.95;src_port=21833;dst_port
il =53;src_mac=02:1a:¢c5:01:15:3b;dst_mac=68:91:d0:d5:7f.7d;protocol=UDP;behavi
or_name_cn=DNS i

behavior_name_en=DNStunnel;behavior_detail=dnscat.27d5012h62965che1376c

SR 70aec84b1856d;behavior_desc=Dns traffic is too large,level=warning;action=+H 4
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8 Z&EHE (
8.1 NMEHMHZE

wREH

HEA

3

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] AttackType=[$15:UINT8]
AttackName=[$16:CHAR] ProtectSubject=[$17:CHAR]
SubProtectSubject=[$18:CHAR] CriticalLevel=[$19:UINT16]
AttackDirection=[$20:UINT16] HttpPayload=[$21:CHAR]
HttpRequestLine=[$22:CHAR] HttpResponseLine=[$23:CHAR]
HttpHost=[$24:CHAR] ResponseCode=[$25:UINT16] AttackResult=[$26:UINT16]
XForwarded=[$27:CHAR] CVE=[$28:CHAR] CNNVD=[$29:CHAR]
BID=[$30:CHAR] MSB=[$31:CHAR] PackageName=[$32:CHAR]
Ruleld=[$33:UINT16] PolicyName=[$34:CHAR] SrcZoneName=[$35:CHAR]
DestZoneName=[$36:CHAR]

$1: HEHA,
$2: 4K,

$3: H P ALK,
$4: JEMACHLE,
$5: HIIMACHLLL .
$6: ZKumAl,

$7: AuiiRE RS
$8: Frh i i)

$9: JHIPHLYL.
$10: W15,
$11: HEJIPHIE,
$12: HIY#iA 5.
$13: i

$14: FHZEAL,
$15: Bz,
$16: Bl &K,
$17: LRI G
$18: R FIR.
$19: EELI,
$20: FEMER A
$21: Bilidifar.
$22: HTTPiER k.
$23: HTTPWI k.
$24: HTTP HOST.
$25: 1R
$26: High R
$27: X-Forwarded-For.
$28: CVE%iltY
$29: CNNVD%i'5.
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$30: BID.

$31: MSB.

$32: HUEHR AR,
$33: #Mlid.

$34: HEEATR.
$35: R4,
$36: H w4k,

EFR 1, 4,5, 6

<6>4 2020-11-06 18:07:01 HOST 110100400115080754690511 ipv4 Msgid=ips
UserName=100.1.1.2 UserGroup= SrcMAC=00:50:56:b8:c8:e7
DestMAC=00:50:56:b8:4a:76 SrcDeviceType= SrcOS= AttackTime=
SrclPAddr=100.1.1.2 SrcPort=7847 DstIPAddr=100.2.1.3 DstPort=8500
6451 Protocol=TCP Application=HTTP 3 { -1 AttackType=F " £ AttackName=
SERVER-OTHER Adobe ColdFusion k% & #3561 19 30 F AL 54K
ProtectSubject= SubProtectSubject= CriticalLevel=2 AttackDirection=0
HttpPayload= HttpRequestLine= HttpResponseLine= HttpHost= ResponseCode=
AttackResult=0 XForwarded= CVE= CNNVD= BID= MSB= PackageName=
Ruleld=1 PolicyName= SrcZoneName= DestZoneName=

BEULER

ALFR IS .
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8.2 mEMIPFHZE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrclPAddr=[$9:|PADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] AppType=[$14:CHAR] VirusType=[$15:CHAR]
VirusName=[$16:CHAR] VirusFamilyName=[$17:CHAR]
AttackDirection=[$18:UINT16] XForwarded=[$19:CHAR]
CriticalLevel=[$20:UINT16] FileName=[$21:CHAR] FileType=[$22:UINT16]
FileHash=[$23:CHAR] FileSize=[$24:UINT64] Ruleld=[$25:UINT64]
PolicyName=[$26:CHAR] SrcZoneName=[$27:CHAR]
DestZoneName=[$28:CHAR]

SRR

$1:. HEHA,
$2: H 4K,
$3: H P ALK,
$4: JEMACHLE,
$5: HHEIMACH:HE .
$6: A,

$7: AuiiRE RS,
$8: K i,
$9: JHIPHLYL.
$10: Y 5,
$11: HAEIPHIE,
$12: HImA 5.
$13: Pl

$14: RHZEAL,
$15: FHEEARAL,
$16: LK.
$17: WKL IR
$18: fLATT 1]
$19: X-Forwarded-For.
$20: EI
$21: CfF4.
$22: AL
$23: AFHASH-
$24: LR/,
$25: #ilid

$26: FHS LK.
$27: PRI,
$28: HIZ4AH,

HEFR

4
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<4>4 2020-11-09 10:49:56 HOST 110100400115080754690511 ipv4 Msgid=av
UserName=100.1.1.4 UserGroup=anonymous SrcMAC=00:50:56:b8:c8:e7
DestMAC=00:50:56:b8:4a:76 SrcDeviceType= SrcOS= AttackTime=
SrcIPAddr=100.1.1.4 SrcPort=60263 DstIPAddr=100.2.1.2 DstPort=25

Z&451
=0l Protocol=TCP AppType=SMTP VirusType=adware VirusName=eicar.com
VirusFamilyName= AttackDirection=0 XForwarded= CriticalLevel=2
FileName=poc%n%n.com FileType= FileHash= FileSize=68 Ruleld=1
PolicyName= SrcZoneName= DestZoneName=
FiRER
SRR To

8.3 PR NWERE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] AppType=[$14:CHAR] BruteForceUserName=[$15:CHAR]
AttackName=[$16:CHAR] BruteForceResult=[$17:UINT16]
CriticalLevel=[$18:UINT16]

SRR

$1: HEHEHA,
$2: 4K
$3: M P ALK,
$4: JEMACHLE,
$5: HHIMACH:HE .
$6: KA,
$7: AuiiRE RS,
$8: Zrai i Iy
$9: JHIPHLYL.
$10: JHuH 5,
$11: HWIPHLbE.
$12: HI#iA 5.
$13: Pl

$14: FHZEAL,
$15: BUWH %
$16: Bl &K,
$17: BAAR.
$18: EELI.

0~6
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<6>4 2020-11-09 10:48:05 HOST 110100400115080754690511 ipv4
Msgid=brute_attack UserName=100.1.1.59 UserGroup=anonymous
SrcMAC=00:50:56:b8:¢c8:e7 DestMAC=00:50:56:b8:4a:76 SrcDeviceType=

Rl SrcOS= AttackTime= SrcIPAddr=100.1.1.59 SrcPort=4135 DstIPAddr=100.2.1.5
DstPort=14357 Protocol=TCP AppType=postgres BruteForceUserName=
AttackName=postgres BruteForceResult= CriticalLevel=3
B
bR Y o

8.4 AEEINIKRIPHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDevice Type=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] ReqPktCount=[$15:UINT8]
ResPktCount=[$16:UINT8] RegByteCount=[$17:UINT8]
ResByteCount=[$18:UINT8] Result=[$19:UINT8]

SHRRE

$1:. HERAL
$2: F AR,

$3: H ALK,
$4: JEMACHLHL .
$5: HIIMACHLLL .
$6: AR,

$7: ZuiiR{E RS,
$8: KA,

$9: JHIPHLIL
$10: W15,
$11: HMIPHAL.
$12: HEmIH 5.
$13: i
$14: N AR
$15: iFRIRCHL.
$16: MR SCHL .
$17: 1ERILE K.
$18: MR E K.
$19: AhEKSE R,

HEEH
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] RegPktCount=[$15:UINT8]
ResPktCount=[$16:UINT8] ReqByteCount=[$17:UINT8]
ResByteCount=[$18:UINT8] Result=[$19:UINT8]

24

<1>4 2020-11-09 11:00:50 HOST 110100400115080754690511 ipv4
Msgid=outreach UserName=100.1.1.2 UserGroup=anonymous SrcMAC=
DestMAC= SrcDeviceType= SrcOS= AttackTime= SrcIPAddr=100.1.1.2
SrcPort=62867 DstIPAddr=100.2.1.3 DstPort=80 Protocol=TCP Application=
RegPktCount= ResPktCount= RegByteCount= ResByteCount= Result=

HE U

Ab B L

8.5 THEAEHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] TunnelType=[$15:CHAR]
CriticalLevel=[$16:UINT8] TunnelTime=[$17:UINT64]

SRR

$1:. AEHRA,
$2: H P 4K,
$3: FFHATR,
$4: JEMACHLHL .
$5: HIIMACHLLL .
$6: AR,
$7: ZiiRAE RS,
$8: KA,
$9: JFIPHLIL
$10: Wum 5.
$11: HMIPHL.
$12: HHu S,
$13: Pl

$14: NMHATR.
$15: BRiEIHAL,
$16: FEFH.
$17: FEIE A
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] TunnelType=[$15:CHAR]
CriticalLevel=[$16:UINT8] TunnelTime=[$17:UINT64]

24

<4>4 2020-11-09 11:04:39 HOST 110100400115080754690511 ipv4
Msgid=secret_tunnel UserName=192.168.1.1 UserGroup=anonymous
SrcMAC=38:22:d6:30:38:7f DestMAC=68:91:d0:d5:66:77 SrcDeviceType= SrcOS=
AttackTime= SrcIPAddr=192.168.1.1 SrcPort=25839 DstIPAddr=114.114.114.114
DstPort=53 Protocol=UDP Application=DNS [%i& TunnelType= CriticalLevel=2
TunnelTime=

EULH

A3 1L

8.6 DosfFIFAE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] FloodType=[$15:CHAR]
CriticalLevel=[$16:UINT16] AttackName=[$17:CHAR]

$1. HERA,
$2: H 4K,

$3: FFHATR,
$4: JEMACHLHL .
$5: HIFIMACHL .
$6: AR,

$7: ZuniR{E RS,
$8: Bt ],

$9: JFIPHLIL
$10: Y H T,
$11: HIPHEAL.
$12: HHu S,
$13: Pl

$14: NMHAFR.
$15: AR AAL.
$16: FEEY .
$17: &R,
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
Protocol=[$13:UCHAR] Application=[$14:CHAR] FloodType=[$15:CHAR]
CriticalLevel=[$16:UINT16] AttackName=[$17:CHAR]

241

<4>4 2020-11-09 11:09:01 HOST 110100400115080754690511 ipv4
Msgid=security flood UserName= UserGroup= SrcMAC=00:50:56:b8:c8:e7
DestMAC= SrcDeviceType= SrcOS= AttackTime= SrcIPAddr=100.1.1.6
SrcPort=10000 DstIPAddr=100.2.1.11 DstPort=53 Protocol=UDP Application=
FloodType=udpflood CriticalLevel=2 AttackName=flood-attack

HE U

busiifz e

Teo

8.7 ‘LEURLHZE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrclPAddr=[$9:|IPADDR]
SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
AppType=[$13:CHAR] Application=[$14:CHAR] CriticalLevel=[$15:UINT16]
URLType=[$16:CHAR] URL=[$17:CHAR]

SRR

$1. HERA,
$2: H 4K,
$3: H P ALK,
$4: JHEMACHLHL .
$5: HIIMACHLLL .
$6: LM,
$7: ZiiRAE RS,
$8: KA E .
$9: JFIPHLIL
$10: Y05,
$11: HJIPHME,
$12: HHu S,
$13: iR,
$14: NMHATR.
$15: FEEY .
$16: URLZZK.
$17: URL.
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR]
H % SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR]

SrcPort=[$10:UINT16] DstIPAddr=[$11:IPADDR] DstPort=[$12:UINT16]
AppType=[$13:CHAR] Application=[$14:CHAR] CriticalLevel=[$15:UINT16]
URLType=[$16:CHAR] URL=[$17:CHAR]

<0>4 2020-11-09 11:39:22 HOST 110100400115080754690511 ipv4

Msgid=malicious_url UserName=10.10.1.2 UserGroup=anonymous

24 SrcMAC=00:50:56:b8:73:5f DestMAC= SrcDeviceType=PC SrcOS=PC(Windows)
AttackTime= SrcIPAddr=10.10.1.2 SrcPort=52344 DstIPAddr=112.80.248.75

DstPort=80 AppType=TCP Application= CriticalLevel=2 URLType=

URL=http://www.baidu.com/

HE U

Ab B L o

9 HItHE (REH)

9.1 DNSHZE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Domain=[$11:CHAR] ResponseContent=[$12:CHAR]
HENE Protocol=[$13:UINT16] ReqByteCount=[$14:UINT64]
ResByteCount=[$15:UINT64] ReqPktCount=[$16:UINT64]
ResPktCount=[$17:UINT64] ResponseCode=[$18:UINT4]
RequestID=[$19:UINT16] ResponselD=[$20:UINT16] ReqType=[$21:UINT16]
Direction=[$22:UINT16] ResFristAnswerTTL=[$23:UINT32]
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$1. HERKEL,
$2: HATR.
$3: AP ALK,
$4: KA,
$5: K RS,
$6: JEMACHLILE.
$7: VRIPHLIL
$8: Y 15,
$9: HmIPHIE,
$10: HMmIH 5.

$11: 4.

SRR $12: REINE
$13: "jj"i’j(o
$14: iR E.
$15: MR
$16: HRMCHE
$17: ma R SCHL .
$18: [ MRCODEF-EX.
$19: WHRAFA.
$20: MERA.
$21: TR OCE ) [ B A AL
$22: FM.
$23: MEHR S Answers it B S —AME U TTL.

HESEH 6
<6>4 2020-11-10 09:23:03 HOST 110100400115080754690511 ipv4 Msgid=dns
UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=A%12:%! SrcOS=
AKH12A SrcMAC=00:50:56:08:73:5f SrcIPAddr=10.10.1.2 SrcPort=63562

%4491 DstIPAddr=8.8.8.8 DstPort=53 Domain=www.baidu.com
ResponseContent=14.215.177.38 Protocol=UDP ReqByteCount= ResByteCount=
RegPktCount= ResPktCount= ResponseCode=0 RequestID=0x0
ResponselD=0x126¢c ReqType=0 Direction=1 ResFristAnswerTTL=365

B
HEERAEN Pt

9.2 FTPEZE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR]
CMD=[$13:CHAR] FileName=[$14:CHAR] FileHashCode=[$15:UINT16]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR]
CMD=[$13:CHAR] FileName=[$14:CHAR] FileHashCode=[$15:UINT16]

$1:
$2:
$3:
$4:
$5:
$6:
$7:
$8:
$9:

$10:
$11:
$12:
$13:
$14.
$15:

HERA,
EDAEZY /S
H PR ATR
SR
A R G
JEMACHLHL .
JRIPHEYL
P 115
H 1P HHL

H A% 5

U ESIEH
US=R

PN
IJD/?\c

BT

Y Afthashil .

6
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<6>4 2020-11-06 10:46:06 HOST 110100400115080754690511 ipv4 Msgid=ftp
UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=PC
SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f SrclPAddr=10.10.1.2
SrcPort=58710 DstIPAddr=192.168.0.253 DstPort=21 Protocol=TCP
Account=anonymous CMD=get FileName=20191123add.wxfj FileHashCode=

L]

busiifz e

Teo

9.3 TELNETHZX:

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR]
CMD=[$13:CHAR]

a7



Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
ERRNRE SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR]
CMD=[$13:CHAR]

$1: HERA,
$2: H 4K,
$3: FFHATR,
$4. KA,
$5: 2RSS
$6: JEMACHLHE.
SRR $7: JHIPHLIE.
$8: Y5,
$9: HIMIPHbE.
$10: HMuiH5.
$11: PHICEEAL.
$12: Mk

$13: .

HESR 6

<6>4 2020-11-06 10:53:49 HOST 110100400115080754690511 ipv4 Msgid=telnet
UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=PC

Z& 47 SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f SrcIPAddr=10.10.1.2
SrcPort=58736 DstIPAddr=192.168.203.129 DstPort=23 Protocol=TCP Account=
CMD=
Rl
VOSLIEE AN To

9.4 WukifelHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
& % SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]

DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Domain=[$12:CHAR]
URL=[$13:CHAR] WebCategory=[$14:CHAR] Method=[$15:CHAR]
Title=[$16:CHAR]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Domain=[$12:CHAR]
URL=[$13:CHAR] WebCategory=[$14:CHAR] Method=[$15:CHAR]
Title=[$16:CHAR]

$1:
$2:
$3:
$4:
$5:
$6:
$7:
$8:
$9:

$10:
$11:
$12:
$13:
$14.
$15:
$16:

A%,
P 475

P LA

ZE e

A3 Rk
JEAMACHb .
P

O,

H 1P HBAE .

HEs 0.

ML

LS4

i P 0 52 B URL
45 AT
GETE{POST.

o BB

6

<6>4 2020-11-06 11:16:26 HOST 110100400115080754690511 ipv4
Msgid=website UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=PC
245 SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f SrcIPAddr=10.10.1.2
SrcPort=58836 DstIPAddr=60.174.240.3 DstPort=443 Protocol=TCP
Domain=www.jd.com URL=https://www.jd.com WebCategory=£.'t; Method=GET

Title=5T 4 i

HE U

busiiiz e o

9.5 X HE&

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
Subject=[$16:CHAR] Content=[$17:CHAR]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
Subject=[$16:CHAR] Content=[$17:CHAR]

$1: HERM,

$2: F AR

$3: H P ALK,
$4. KugAl,

$5: 2RSS

$6: JEMACHLRE.
$7: JHIPHLYL.

$8: Y T,

$9: HWIPHuIE.
$10: HI®uiH 5.
$11: i

$12: A AR,
$13: NMHZrEATR.
$14: K.

$15: AT ALK,
$16: E,

$17: W%

6
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<6>4 2020-11-06 13:47:14 HOST 110100400115080754690511 ipv4
Msgid=social_bbs UserName=10.10.1.2 UserGroup=anonymaous
SrcDeviceType=PC SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f
SrclPAddr=10.10.1.2 SrcPort=59734 DstIPAddr=49.7.40.133 DstPort=443
Protocol=TCP Application=#rik##i#_& 3 ApplicationGroup=1#
Account=5175171222 Action=% 3% Subject= Content=

HE U

busiilz e

Teo

9.6 H3FHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
Sender=[$16:CHAR] Receiver=[$17:CHAR] Subject=[$18:CHAR]
Content=[$19:CHAR] FileName=[$20:CHAR] FileSize=[$21:UINT32]
FilesHashCode=[$22:UINT16] FileType=[$23:CHAR]
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$1:
$2:
$3:
$4:
$5:
$6:
$7:
$8:
$9:

$10:
$11:
$12:
$13:
$14.
$15:
$16:
$17:
$18:
$19:
$20:
$21:
$22:
$23:

HERA,
DAY/
H PR ATR
KA.
L R G
JEMACHLHL .
JRIPHEAL
P 15
H 1Pk .
H )3 115
.
JS2FH 447K o

JS2FH 7 KA K

ISR

2 FAT N AR

SR
Ptk .

F

HE A P 25 o
PELEAN
AR

X AEhashif .
SCAFRAL

6
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<6>4 2020-11-14 11:22:48 HOST 110100400115080754690511 ipv4 Msgid=mail
UserName=100.1.1.6 UserGroup=anonymous SrcDeviceType=A%12:%! SrcOS=
KHNZA SIcMAC=00:50:56:08:¢8:e7 SrcIPAddr=100.1.1.6 SrcPort=54441
DstIPAddr=100.2.1.3 DstPort=110 Protocol=TCP Application=POP3 ;{4 #4i
ApplicationGroup="*1 T #f#f Account=azYWNoIVBxhjNu Action=H§ #il {4
Sender=le8UXzGzUKKWWiNvrdjM@KkGPNWROfxtsPEmuGsfgs.edu
Receiver=MZBCMk6JHXdQ3vzgTWM1gQD5XQzop@IwUNZf.gov
Subject=no3TItRUyMJY Content= FileName=pOGD.PdF FileSize=
FilesHashCode= FileType=

L]

A AL

Teo

51



0.7 #¥ZR5|¥#HE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
Content=[$16:CHAR]

$1:. HEAA,

$2: H 4K,

$3: H P ALK,
$4. AR,

$5: & RS,

$6: JHEMACHLHL .
$7: JRIPHLIL

$8: YT,

$9: HWIPHiL,
$10: HHu A5,
$11: Hride

$12: NHAR.
$13: N KA.
$14: k5.

$15: NMHATABIK.
$16: NE.

6

24

<6>4 2020-11-06 14:08:43 HOST 110100400115080754690511 ipv4
Msgid=search_engine UserName=10.10.1.2 UserGroup=anonymous
SrcDeviceType=PC SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f
SrclPAddr=10.10.1.2 SrcPort=60104 DstIPAddr=14.215.177.38 DstPort=443
Protocol=TCP Application=75 ¥ ApplicationGroup=1%%: 5|2 Account= Action=18%
Content=mei

EULH

A3 1L

9.8 XfHEMHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
FileName=[$16:CHAR] FileSize=[$17:UINT32] FileHash=[$18:CHAR]
FileType=[$19:CHAR]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
FileName=[$16:CHAR] FileSize=[$17:UINT32] FileHash=[$18:CHAR]
FileType=[$19:CHAR]

$1: HERA,

$2: H 4K,

$3: H P ALK,
$4: AL,

$5: 2RSS

$6: JHEMACHLHL.
$7: JHIPHLYL.

$8: Y T,

$9: HIMIPHibL.
$10: HI#iHA 5.
$11: Hride

$12: MH AR,
$13: N HRAK.
$14: K5,

$15: NMHAT ALK,
$16: 4.

$17: STHFR/BS
$18: X ffhashff.
$19: SCfFRAL,

BPr 371

6

24

<6>4 2020-11-06 14:13:04 HOST 110100400115080754690511 ipv4 Msgid=file

UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=PC
SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f SrcIPAddr=10.10.1.2
SrcPort=60163 DstIPAddr=14.18.245.237 DstPort=443 Protocol=TCP

Application=QQIi4%__F4% ApplicationGroup=Fi Tl Account=990419869
Action=_11% FileName=20201106/1413020009-ldap H &.pcap FileSize= FileHash=

FileType=

H AU

bisiikz e

Teo

9.9 ’RRIBRE

—+
TARS

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]

$1: HERA,

$2: H 4K,

$3: FAFHATR,
$4: KA,

$5: AKiH RS,

$6: JHEMACHLEL,
$7: JHIPHLYL.

$8: JHum 5,

$9: HIIPHibL,
$10: HI#iA 5.
$11: Whil.

$12: A AR,
$13: MR AK.
$14: K5,

$15: NHAT ALK,

6
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<6>4 2020-11-06 17:52:15 HOST 110100400115080754690511 ipv4
Msgid=releax_stock UserName=192.168.1.85 UserGroup=anonymous
SrcDeviceType=FKHI1ZKEM SrcOS=>R KM SrcMAC=28:d2:44:3d:42:af
SrcIPAddr=192.168.1.85 SrcPort=57691 DstIPAddr=43.250.14.39 DstPort=80
Protocol=TCP Application=tit_+ G HMi_% % ApplicationGroup=P2P3ii {4
Account=1003057311 Action=%3%

HE U

busiiiz e

9.10 IMA&E

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
Content=[$16:CHAR]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR]
Content=[$16:CHAR]

$1. HERA,

$2: H 4K,

$3: H P ALK,
$4: KA,

$5: 2RSS

$6: JHEMACHLL,
$7: JHIPHLYL.

$8: YT,

$9: HIMIPHibL.
$10: HMumIH5.
$11: Bhil.

$12: MH AR,
$13: N HAFR,
$14: K5,

$15: NMHAT ALK
$16: WIRANZA.

HESR 6

<6>4 2020-11-06 17:43:48 HOST 110100400115080754690511 ipv4 Msgid=im
UserName=192.168.207.2 UserGroup=anonymous SrcDeviceType= 125 %!
o SrcOS=AH12E7 SrcMAC=38:22:d6:30:38:7f SrcIPAddr=192.168.207.2

SrcPort=37252 DstIPAddr=114.221.144.160 DstPort=80 Protocol=TCP
Application=QQ(# zluiit)_& 3% _ I & H /5 ApplicationGroup=R[K] i il
Account=615275810 Action="%%_I{ & i 2. Content=

EUH

AL BRI To

9.11 LDAPHZE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
HENA SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR]
Action=[$13:CHAR] Result=[$14:CHAR]
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Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR]
Action=[$13:CHAR] Result=[$14:CHAR]

$1: HERA,
$2: H 4K,
$3: FFHATR,
$4: KL,
$5: 2 RS
$6: JHMACHLEL,
$7: JHIPHLYL.
$8: JHum 5,
$9: HIMIPHibL.
$10: HI#iA 5.
$11: PHIEEAL.
$12: B4
$13: k.
$14: £HR.

6
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<6>4 2020-11-06 15:00:07 HOST 110100400115080754690511 ipv4 Msgid=Idap
UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=PC
SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f SrclPAddr=10.10.1.2
SrcPort=60763 DstIPAddr=192.168.203.189 DstPort=389 Protocol=TCP Account=
Action=4%1F Result=

EUH

A3 1L

9.12 SSLiFHHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrclPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:CHAR] Application=[$12:CHAR]
CertSubject=[$13:CHAR] CertExpireDate=[$14:CHAR] Certinst=[$15:CHAR]
CertPKI=[$16:CHAR] CertVersion=[$17:CHAR] CertID=[$18:CHAR]
CertSignID=[$19:CHAR] CertLength=[$20:UINT32] ClientSHLength=[$21:UINT32]
ClientSHVersion=[$22:CHAR] ClientSessionID=[$23:CHAR]
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ClientSHSuitCount=[$24:UINT32] ClientSHSuit=[$25:CHAR]
ClientSHExtCount=[$26:UINT32] ClientSHExtLength=[$27:UINT32]
ServerName=[$28:CHAR] ServerSHLength=[$29:UINT32]
ServerSHVersion=[$30:CHAR] ServerSelectedSuit=[$31:CHAR]
ServerSHExtCount=[$32:UINT32] ServerSHExtLength=[$33:UINT32]
CertVerify=[$34:] CertChain=[$35:] SNI=[$36:]

$1: HEA,

$2: H 4K,

$3: H P ALK,

$4: A,

$5: 2 RS

$6: JHEMACHLHL .

$7: JFIPHLIL

$8: Y T,

$9: HWIPHibL.

$10: HMumH5.

$11: Pl

$12: NMHAFR.

$13: iF P

$14: UEBAHEIN.

$15: WEHMAH .

$16: FPBAH.

$17: UWEPBMRAT .

$18: IEPME—RS .

$19: IFBELBIEARIR.
$20: WEHKSE,

$21: ClientiEFKE.
$22: Client{z Tl {5 hi A«
$23: Client£ifID.

$24: ClientlE Fin&%E445E.
$25: Clientig Fin#%E4.
$26: ClientiZ F¥ EEi=.
$27: ClientlEF¥ EKE.
$28: ServerZ K.

$29: ServeriE K,
$30: Server{? FilfE A
$31: Serverit FIEFIH L.
$32: ServerlB Py R E.
$33: ServerfB ¥ B K,
$34: EPBRL .

$35: IEEE.

$36: SNI.

et
a8

o
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<6>4 2020-11-10 09:45:04 HOST 110100400115080754690511 ipv4 Msgid=ssl
UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=-k4125#%! SrcOS=
FENZKA SrceMAC=00:50:56:b8:73:5f SrclPAddr=10.10.1.2 SrcPort=51031
DstIPAddr=192.168.203.129 DstPort=443 Protocol=TCP Application="%41£%ii /2
i (TLS) CertSubject= CertExpireDate= Certinst= CertPKI= CertVersion= Cert|D=
2445 CertSignlD= CertLength=0 ClientSHLength=508 ClientSHVersion=TLS 1.2
ClientSessionlD=5f7df99831c432c14b72cdb30fcb8534deh876dfc686f18a96c4400
38bd3b2e7 ClientSHSuitCount=16
ClientSHSuit=5a5a130113021303c02bc02fc02cc030cca9cca8c013c014009¢009d
002f0035 ClientSHExtCount=16 ClientSHExtLength=403 ServerName=
ServerSHLength=0 ServerSHVersion=TLS 1.2 ServerSelectedSuit=0
ServerSHExtCount=0 ServerSHExtLength=0 CertVerify= CertChain= SNI=

EULH

bR Y T
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S

2

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] BeginTime=[$12:CHAR]
EndTime=[$13:CHAR] SrcPacketsMax=[$14:CHAR] SrcPacketsMin=[$15:CHAR]
SrcTimesMax=[$16:CHAR] RrcTimesMin=[$17:CHAR]
DstPacketsMax=[$18:CHAR] DstPacketsMin=[$19:CHAR]

HENE DstTimesMax=[$20:CHAR] DstTimesMin=[$21:UINT32]
ReqByteCount=[$22:UINT32] ResByteCount=[$23:UINT32]
ReqPktCount=[$24:UINT32] ResPktCount=[$25:UINT32] BD=[$26:CHAR]
PacketState=[$27:UINT32] TimeState=[$28:UINT32] CipherSuites=[$29:UINT32]
Selected=[$30:CHAR] ClientExtension=[$31:CHAR]
ServerExtension=[$32:UINT32] ClientkeyExchangeLength=[$33:UINT32]
ServerKeyExchangelLength=[$34:] CertDuration=[$35:] SelfSigned=[$36:]
SAN=[$37:] CertNumsLength=[$38:] IsCA=[$39:]
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$1:
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<6>4 2020-11-10 16:41:35 HOST 110100400115080754690511 ipv4
Msgid=encrypted_traffic UserName=100.2.1.10 UserGroup=anonymous
SrcDeviceType= SrcOS= SrcMAC= SrcIPAddr=100.2.1.10 SrcPort=47873
DstIPAddr=100.1.1.32 DstPort=4135 Protocol=TCP BeginTime=1604997673
EndTime=1604997694 SrcPacketsMax= SrcPacketsMin= SrcTimesMax=
RrcTimesMin= DstPacketsMax= DstPacketsMin= DstTimesMax= DstTimesMin=
RegByteCount=1380 ResByteCount=1026 ReqPktCount=3 ResPktCount=4 BD=
PacketState= TimeState= CipherSuites= Selected= ClientExtension=
ServerExtension= ClientKeyExchangelLength= ServerKeyExchangelLength=
CertDuration= SelfSigned= SAN= CertNumsLength= IsSCA=

24

EULH

AL BRI To

90.14 EFHE

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR]
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR]
HENE SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR]
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR]
Account=[$13:CHAR] Action=[$14:CHAR] Result=[$15:CHAR]

$1:. HEHRA,
$2: H 4K,
$3: FFHATR,
$4. AR,
$5: & RS,
$6: JHEMACHLHL .
$7: JFIPHLIL
SRR $8: Y 5.
$9: HWIPHibL.
$10: HBGIH 5.
$11: WAL,
$12: M.
$13: BxL.
$14: zhiE.
$15: &5

HEER 6

<6>4 2020-11-06 17:23:37 HOST 110100400115080754690511 ipv4 Msgid=login
UserName=10.10.1.2 UserGroup=anonymous SrcDeviceType=PC

248451 SrcOS=PC(Windows) SrcMAC=00:50:56:b8:73:5f SrcIPAddr=10.10.1.2
SrcPort=61304 DstIPAddr=192.168.210.32 DstPort=139 Protocol=TCP
Application=NETBIOSZ:if Ik % Account= Action=Logon Result=

EULH

AL BRI To
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10 =EHE R

10.1 £1EHE

Msgid=[$1:CHAR] SrcMAC=[$2:MACADDR] DstMAC=[$3:MACADDR]
UserName=[$4:CHAR] UserGroup=[$5:CHAR] SrcIPAddr=[$6:IPADDR]
SrcPort=[$7:UINT16] DstiPAddr=[$8:IPADDR] DstPort=[$9:UINT16]
Protocol=[$10:UCHAR] Application=[$11:CHAR] ApplicationGroup=[$12:CHAR]
ReqgByteCount=[$13:UINT64] ResByteCount=[$14:UINT64]
RegPktCount=[$15:UINT64] ResPktCount=[$16:UINT64]
RegPayloadByteCount=[$17:UINT64] ResPayloadByteCount=[$18:UINT64]
RegPayloadPktCount=[$19:UINT64] ResPayloadPktCount=[$20:UINT64]
BeginTime=[$21:UINT64] EndTime=[$22:UINT64] Status=[$23:UINT8]
SrcDeviceType=[$24:CHAR] SrcOS=[$25:CHAR] BrowserType=[$26:CHAR]

$1: HEHRA,

$2: JEMACHLRE.

$3: HIIMACHLLL .
$4: H LK.

$5: H P ALK,

$6: JHIPHLIL

$7: YOS5,

$8: HIPHiL.

$9: HRmH 5.

$10: iR,

$11: MH.

$12: NAHA.

$13: AT

$14: FITF N

$15: FATHGR AL

$16: FATHHEEL.

$17: HATFNHE CARERD -
$18: TATFE CHRESD .
$19: FATHUREE CHAEM) .
$20: RFATHREE CHAEMD .
$21: SiEIFUAI ).

$22: SIEERIN A,

$23: =IHIRE

$24: AuZkA,

$25: ZuiiiE RS
$26: W GHAFHRAL,
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<6>4 2020-11-09 14:19:24 HOST 110100400115080754690511 ipv4
Msgid=flow_session SrcMAC= DstMAC= UserName=10.10.1.2
UserGroup=anonymous SrclPAddr=10.10.1.2 SrcPort=32461
DstIPAddr=119.100.50.31 DstPort=20480 Protocol=TCP Application=T1 &

Z&451 ApplicationGroup=14% 5| % ReqByteCount=1856 ResByteCount=11947
RegPktCount=15 ResPktCount=13 ReqPayloadByteCount=
ResPayloadByteCount= ReqPayloadPktCount= ResPayloadPktCount=
BeginTime=1604902721 EndTime=1604902762 Status=2 SrcDeviceType=
SrcOS= BrowserType=Chrome Browser
H UL
Kb AN Too
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